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Introduction

The purpose of this document is to identify the different parties involved in the support process for a
Cloud Managed Server, the responsibilities of each of those parties and the hand-offs that take place
between them. The document also explains how which issues can be escalated if the service level
commitments (described in the Technical Briefing Note titled Cloud Managed Server Service Level
Agreement) associated with the support activities are not adhered to.

The target audience for this document is the support leadership and experts within those
organisations that will be involved in the performance of activities that form part of the end-to-end
support process.

The term ‘Support’ is used to refer to those activities whose objectives are to resolve issues (software
defects or hardware failures) detected with a Cloud Managed Server or to action administrative
requests associated with that server.

The term ‘Service Provider’ is used to refer to the party that is responsible for providing the first and
second level support services (described below) for one or more Cloud Managed Servers. The Service
Provider is often a Managed Service Provider (MSP) or Communications Service Provider (CSP) but
could also be the Customer whose IT Administration team can also act as the Service Provider.

This document does not consider how the Service Provider deals with issues or requests that relate to
other IT infrastructure belonging to the Customer, including but not limited to client devices and
applications, the Local Area Network, the Internet Connection and any Internet Services consumed
over that Internet Connection. This infrastructure is not covered by the Cloud Managed Server support
service.

First Level Support

The Service Provider is always responsible for delivering First Level Support:

e Support for perceived faults caused by software defects, configuration errors or hardware
component failures:

o ldentify the user reporting the perceived fault or making the administration request and
validate their authority to do so

o Identify all symptoms relevant to the perceived fault from the user reporting it
o Document these symptoms and formally logging the incident

o Assess whether any temporary or transient issue has caused the perceived fault that is
already being addressed
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Ask questions to seek to understand whether the perceived fault lies within the Cloud
Managed Server or in some other part of the Customer’s infrastructure such as a client
device, the LAN or the Internet Connection

Escalate the issue to Second Level Support, having first performed the above tasks and,
having also confirmed that the perceived fault either appears to lie within the Cloud
Managed Server.

e Support for requests to carry out Cloud Managed Server configuration or administration tasks:

O

Identify the user reporting the perceived fault or making the administration request and
validate their authority to do so

Understand the precise request that is being made and document this when formally logging
the incident

Action the request if it is one that First Level Support in the Service Provider’s organisation
is authorised to perform or pass the request to Second Level Support for further validation
and for actioning.

Second Level Support

The Service Provider is always responsible for delivering Second Level Support:

e Support for perceived faults caused by software defects, configuration errors or hardware

component failures:

@)

Review the symptoms reported by First Level Support and contact the person in the
Customer organisation that reported the issue if further clarification is required

Use the monitoring and diagnostic tools provided with the server to investigate whether
these suggest a failure of the software running on the server or of the server hardware

If the Monitoring Console indicates that there has been a failure with one or more software
components on the server, escalate the issue to Third Level Support immediately

If the Monitoring Console suggests that all software components on the server are
functioning correctly, seek to reproduce the symptoms in order to isolate the perceived fault
to either a client device/application, the LAN, the Customer’s Internet Connection, an
Internet Service that the user was consuming or the Cloud Managed Server

If the further tests suggest that the Cloud Managed Server is the origin of the perceived fault
or if it is still unclear, escalate the issue to Third Level Support.

e Support for requests to carry out Cloud Managed Server configuration or administration tasks:

O

Version 2.7.0

Review the precise request being made and assess whether the request is reasonable or
whether it needs to be challenged or discussed with the customer

If the request is reasonable, assess whether the request is one that can be actioned by
Second Level Support using the tools available for these tasks

If the request can be actioned by Second Level Support, action it, log its completion and
report this to First Level Support for communication to the user who made the request

zynstra

Copyright © Zynstra 2016, All Rights Reserved, Commercial in Confidence Page 2



O

If the request is not one which Second Level Support can action or if Second Level Support
has queries or concerns in relation to actioning it, escalate to Third Level Support who will
either action it if appropriate or provide assistance in actioning it.

Third and Fourth Level Support

Our Support Team is always responsible for delivering Third and Fourth Level Support:

e Support for perceived faults caused by software defects, configuration errors or hardware

component failures:

O

If the Monitoring Console indicates that there has been a software fault, we will resolve that
fault in accordance with the appropriate service level and report to Second Level Support
regularly on resolution progress and then when the resolution is complete.

If the Monitoring Console does not indicate that there has been a software fault, we will seek
to understand whether there is a fault with the Cloud Managed Server or whether the
perceived fault lies in an infrastructure component other than the server such as the client
device, a client application, the LAN, the Internet Connection or an Internet Service.

If it is believed after analysis that the fault lies in the server, we will resolve that fault in
accordance with the appropriate service level and report back to Second Level Support
regularly on resolution progress and then when the resolution is complete.

If it is believed after analysis that the fault lies in a component other than the server, we will
provide as much feedback as we can reasonably obtain to help Second Level Support to
understand the underlying cause of the fault.

e Support for requests to carry out Cloud Managed Server configuration or administration tasks:

O
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If the request is one which only we can action, check the reasonableness of the request,
action it and report back to Second Level Support once complete.

If the request is one which Second Level Support can action but has queries or concerns
relating to it, work with Second Level Support to support them in actioning the request (and
educate them where education is the root cause of their queries or concerns).
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Issue Escalation

The supp

ort services that we offer to our Service Providers have an associated set of service level

commitments that define the speed with which actions will be performed in response to a request

from a Service Provider. These commitments are contained in the Cloud Managed Server Service

Level Agr

eement (SLA) document that is available on the Support Portal (support.zynstra.com).

If we do not at any time meet any of the commitments identified in this SLA document, or if the Service

Provider is unhappy with the manner in which the services are being delivered (having first attempted

to resolve their dissatisfaction with the Support Team), the Service Provider may follow the escalation

path below to raise their concern with an alternative person who is a member of our senior

management team and who has the authority to investigate the matter and resolve it.

Step 1

Step 2

Step 3

Any concern with respect to our service performance should first be raised with the Support
Team which can be contacted using the contact information provided above.

Should an issue not be managed in accordance with the SLA or should the Service Provider
be unhappy with the manner in which the issue is being addressed, they may escalate the
issue to our Head of Support:

Name: Mr Will Dunn
Email Address: will.dunn@zynstra.com
Contact Number: +44 (0) 7515 082770

Should the Service Provider be unable to contact our Head of Support (having attempted to
do so within one working day on more than one occasion) or be unhappy with the manner
or speed with which the issue is being dealt with by the Head of Support (having given the
Head of Support one working day to demonstrate progress towards a resolution of the
issue), they may escalate the issue to the Vice President of Customer Success:

Name: Mr Chris Nowell
Email Address: chris.nowell@zynstra.com
Contact Number: +44 (0) 7500 004771

Should the Service Provider be unable to contact the Zynstra VP Customer Success having
attempted to do so on more than one occasion over a period of one working day, they may
alternatively contact our Chief Operations Architect:

Name: Mr Hakan Aysan
Email Address: hakan.aysan@zynstra.com
Contact Number: +44 (0) 1225 388718

The master version of this document is maintained in the Support Portal and the escalation contact

information will be kept up-to-date in this version of the document. Service Providers should

therefore
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always refer to the master version of this document before executing an escalation.
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